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PythonWin 2.3.3 (#51, Dec 18 2003, 20:22:39) [MSC v.1200 32 bit (Intel)] on win32.
Portions Copyright 1994-2001 Mark Hammond (mhammond@skippinet.com.au) - see 'Help/About PythonWin' for further
copyright information.
>>> safeattack = { Threaten': [Get Combo from Target],

. ‘Blackmail': [Get Combo from Target],

. ‘Evesdrop': [Get Combo from Target],

. ‘Bribe' : [Get Combo from Target],

. 'Get Combo from Target : [Leam Comba],

. Find Written Comnbo' : [Learn Combo’],

. 'Leam Combo' : [Open Safe],

. 'Pick Lock : [Open Safe,

. 'Cut Open Safe': [Open Safe]

- Install Impraperly': [ Open Safe’]
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>>> safeattack
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("Pick Lock': ['Open Safe’], 'Install Improperly’: ['Open Safe'], 'Find Written Combo': ['Learn
Combo'], 'Blackmail’: ['Get Combo from Target'], 'Evesdrop’: ['Get Combo from Target'], 'Learn
Combo’: ['Open Safe'], 'Get Combo from Target': ['Learn Combo'], 'Bribe': ['Get Combo from
Target'], 'Threaten': ['Get Combo from Target'], 'Cut Open Safe’: ['Open Safe']}

>>> import Xayacare_001

>>> import shefve

>>> import sets

>>> attackroute = Xayacore_001 findAlPathsAsLists(safeattack, Eribe’,'Open Safe')

>>> attackroute

[['Bribe', "Get Combo from Target', 'Learn Combo', 'Open Safe']]

>>> directattackroute = Xayacore_001 findAllPaths(safeattack, nstal Improperly’, ‘Open Safe’)

>>> directattackroute

("['Install Improperly’, 'Open Safe’]": ['Install Improperly’, 'Open Safe']}
>>> luckyattackroute = Xayacore_001 findAllPathsAsLists(safeattack, 'Find Wiritten Cormbo', ‘Open Safe)
>>> luckyattackroute

[['Find Written Combo', 'Learn Combo', "Open Safe']]

>>> missingattackroute = Xayacore_001 findAllPaths(safeattack, “Vulcan Mind Meld with Safe!, ‘Open Safe’)
>>> missingattackroute
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This example uses a modified version of the “Attack Tree” on pg 321 (fig 21.2) of Bruce Schneier’s “Secrets and Lies”. I have “reversed the direction” of the tree he used, so that “Open Safe” rather than being the root, is the terminal node. And the roots are every beginning point towards attacking a safe. 

PS: Don’t try this at home. Jail sentence may follow. 

